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`whoami`

§ Technical Leader in Cisco Talos
§ PhD in System Security (Eurecom)
§ Binary/Malware Analysis, Memory 

forensics, Automation
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Why phishing?
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Phishing

§ 1996 the first time the term “phishing” is used online

§ Users have an online life and more and more credentials

Banking apps

Electricity/Energy
Gym

Console

Music
(Spotify/Deezer, etc)
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Phishing

§ 1996 the first time the term “phishing” is used online

§ Users have an online life and more and more credentials

§ Years of research and many products but it is still an open problem
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Phishing evolution
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Phishing evolution

Means

SMS

DocumentsEmails

Social networks

IM apps

Compromised 
websites

Registered 
websites
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Phishing evolution

Complexity
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DNS/BGP 
hijacking

Anti-analysis tricks
Homograph 

attacks

Twitter 
campaigns

icļoud.com
paypál.org
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Phishing evolution

§ ***
§ ***
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Phishing evolution

Categories
t

Basic
Credential phishing

OAuth 
phishing

Credential phishing 
with 2FA

Spear phishing
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Phishing evolution

Protocol
t

HTTP

HTTPS
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Phishing evolution

https://letsencrypt.org/stats/ -- via Firefox Telemetry

https://letsencrypt.org/stats/
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Credential phishing

Impersonate a legitimate website to steal user’s credentials

[1] https://www.amnesty.org/en/latest/research/2019/08/evolving-phishing-attacks-targeting-journalists-and-human-rights-defenders-from-the-middle-east-and-north-africa/
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Credential phishing
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Credential phishing
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Credential phishing

original

fake
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Credential phishing

original

fake

1 form

2 forms
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Credential phishing

original

fake

1 form

2 forms

<form action="post.php" method="post" class="" 
autocomplete="off" name="login"autocomplete="off" novalidate>

<form action="/signin" method="post" class="proceed maskable" 
autocomplete="off" name="login"autocomplete="off" novalidate>
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Credential phishing

REQUIREMENTS:

• Web server:
• Self hosted
• Free/Paid
• Compromised

• Phishing kit

• Distribution:
• Emails, Social media, etc..
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Phishing kit

• Kit to deploy a phishing website
• It may contain “filters” to avoid detection
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• How do they steal credentials?
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Phishing kit

• How do they avoid detection? .htaccess

RewriteRule .* https://www.paypal.com/webapps/mpp/paypal-safety-and-security [R,L]

RewriteRule .* - [F,L]
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Phishing kit

• How do they avoid detection? php
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Phishing kit

• How do they avoid detection? VPN?
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Hunting

• What can we hunt?
• Phishing kits
• New domains
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Hunting

• What can we hunt?
• Phishing kits

https://twitter.com/nullcookies/status/1141144897174560768
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Hunting

• Phishing kits:

• StalkPhish - The Phishing kits stalker, harvesting phishing kits for 
investigations by tAd

• Miteru - An experimental phishing kit detection tool by ninoseki
• Phish-collect - Python script to hunt phishing kits by duolabs
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Hunting

• Phishing kits:

• StalkPhish - The Phishing kits stalker, harvesting phishing kits for 
investigations by tAd

OSINT modules:
urlscan.io search API

urlquery.net search web crawler
Phishtank free OSINT feed (with or without API key)
Openphish free OSINT feed

PhishStats search API

tools/download.py:
rhtml = requests.get(siteURL, headers=user_agent, proxies=proxies, 

allow_redirects=True, timeout=(5, 12), verify=False)
Ziplst += [siteURL + "/" + tag['href'] for tag in thtmlatag if '.zip' in tag.text]

https://urlscan.io/about-api/
https://urlquery.net/search
https://www.phishtank.com/developer_info.php
https://openphish.com/phishing_feeds.html
https://phishstats.info/
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Hunting

• Phishing kits:

• StalkPhish - The Phishing kits stalker, harvesting phishing kits for 
investigations by tAd

config/example:
[SEARCH]
# External source keywords to search for (keywords separated by a comma)
search = whatever,you,want
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Hunting

• Phishing kits:

• StalkPhish - The Phishing kits stalker, harvesting phishing kits for 
investigations by tAd

config/example:
[SEARCH]
# External source keywords to search for (keywords separated by a comma)
search = whatever,you,want

http_proxy = socks5h://

# StalkPhish's default user-agent (don't remove):
http_UA = Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 
(KHTML, like Gecko) Chrome/61.0.3163.91 Safari/537.36
# Use a HTTP user-agents file to use for phishing kits HTTP Get informations
UAfile =
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Hunting

http://silkroadjuwsx3nq.onion/?listing=kmpvFoTgYfKUaq2f8T6qKtprM6oSRO12zdn5G6afamz2QrXO9S3JAf1NacdsrTje
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Hunting

• What can we hunt?
• New domains (CTL, Passive DNS, etc)
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Hunting

Certificate Transparency Logs (CTL):
• 3 goals: 

• Certificate for a domain always visible to the owner of that domain
• Provide an open and monitoring system to detect malicious or mistakenly issued 

certs
• Protect users from malicious certificates

https://www.certificate-transparency.org/how-ct-works
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Hunting

Certificate Transparency Logs (CTL):
• Certificate Authorities (CAs) logs all the certificates they have issued to open 

CT log servers
• There was no easy way to detect a cert issued by a compromised CA/mistake
• Users/companies/researchers can inspect these logs and find suspicious 

entries
• Browsers require CT proof to have the green padlock (starting with EV 

certificates in 2015)
• CT logs cannot be delated and modified in any way
• We can extract domains by parsing the logs:

• Common Name (CN) field
• Subject Alternative Name (SAN) field (optional)

https://www.certificate-transparency.org/how-ct-works
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Hunting

• CTL:
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Hunting

• CTL:
• certstream library

import certstream

HOT_KEYWORDS = [”whatever”, “bla”]

def filter_domain(domain):
for hk in HOT_KEYWORDS:

if hk in domain: print "%s,%s" % (hk, domain)

def callback(message, context):
if message['message_type'] == "heartbeat":

return

if message['message_type'] == "certificate_update":
all_domains = message['data']['leaf_cert']['all_domains']
for d in all_domains:

domain = str(d)
filter_domain(domain.lower())

def main():
certstream.listen_for_events(callback, url='wss://certstream.calidog.io/')

main()
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Hunting

Domain: icloud.support-verify.us
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Hunting

Domain: icloud.support-verify.us

> whois support-verify.us | grep -i gmail
Registrant Email: amine.mehdi27@gmail.com
Admin Email: amine.mehdi27@gmail.com
Tech Email: amine.mehdi27@gmail.com
Registrant Email: amine.mehdi27@gmail.com
Admin Email: amine.mehdi27@gmail.com
Tech Email: amine.mehdi27@gmail.com
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Hunting
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Hunting

Do you remember this?
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Hunting
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Hunting
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Hunting

> sha256sum Login/img/login-daredevil-1500x1000.2.jpg 
2fe58973af7207f53c1b315444103f8262b3e4d58c67c7770c68b852a5a8bceb  
Login/img/login-daredevil-1500x1000.2.jpg

What can we fingerprint?



63ISACA VENICE Chapter3/10/2019

Hunting

> sha256sum Login/hok.js
847c86ae982abe9180233276125b930b4a1b6f1bd12649b0c07535c1e984def
8  Login/hok.js

> head Login/hok.js
/* - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - */
/*  AES implementation in JavaScript (c) Chris Veness 2005-2011                                   
*/
/*   - see http://csrc.nist.gov/publications/PubsFIPS.html#197            */
/* - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - */

var Aes = {};  // Aes namespace
/**
* AES Cipher function: encrypt 'input' state with Rijndael algorithm

What can we fingerprint?
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Hunting
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Hunting

URLScan.io query:

hash:(2fe58973af7207f53c1b315444103f8262b3e4d58c67c7770c68b852a5a
8bceb) AND 
hash:(847c86ae982abe9180233276125b930b4a1b6f1bd12649b0c07535c1e9
84def8)
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Hunting
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Hunting
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DOMANDE?

magrazia@cisco.com
@emd3l
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